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Management Information Systems

Ethics, Privacy and Information 

Security

Dr. Shankar Sundaresan

(Adapted from Introduction to IS, Rainer and Turban)

LEARNING OBJECTIVES

� Describe the major ethical issues related to 

information technology and identify situations 

in which they occur.

� Describe the many threats to information 

security.

� Understand the various defense mechanisms 

used to protect information systems.

� Explain IT auditing and planning for disaster 

recovery.

Fundamental Tenets of Ethics

�Responsibility

� Accepting the consequences of your decisions 

and actions.

�Accountability

� determination of who is responsible for actions 

that were taken.

�Liability

� legal concept meaning that individuals have 

the right to recover the damages done to them
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Ethical Scenario: File Sharing

� You have recently bought some graphic design software that is 

a far superior product, you believe, to its competitors on the 

market. The price is rather high, but the purchase was 

authorised by your boss for work related purposes. The software 

is delivered on a single CD ROM. You believe that many of your 

friends who work for other companies would benefit if they were 

able to use this software – and that the software developer 

would benefit as well through additional sales. From an ethical 

perspective, you believe that it would be unethical to keep this 

information to yourself, given its likely value for your friends, so 

you decide to share it with them. You make 10 copies on CD 

ROM and send it to them as a gift.

� Is this action legal?

� Is it ethical?

� What would you do?

The Four Categories of Ethical Issues

�Privacy Issues 
� collecting, storing and disseminating information 

about individuals.

�Accuracy Issues
� authenticity, fidelity and accuracy of information 

that is collected and processed.

�Property Issues 
� the ownership and value of information.

�Accessibility Issues
� who should have access to information and 

whether they should have to pay for this access.

Privacy

� Privacy. The right to be left alone and to be 

free of unreasonable personal intrusions.

� Court decisions have followed two rules:

(1) The right of privacy is not absolute.      

Your privacy must be balanced against the 

needs of society.

(2) The public’s right to know is superior to 

the individual’s right of privacy.
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Threats to Privacy

� Data aggregators

� companies that collect public data (e.g., real 

estate records, telephone numbers) and nonpublic 

data (e.g., social security numbers, financial data, 

police records, motor vehicle records) and 

integrate them to produce digital dossiers.

� digital dossiers, and profiling

� Electronic Surveillance

� Personal Information in Databases

� Information on Internet Bulletin Boards, 

Newsgroups, and Social Networking Sites

Personal Information in Databases

� Banks

� Utility companies

� Government agencies

� Credit reporting agencies

Information on Internet Bulletin Boards, 

Newsgroups, and Social Networking Sites
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Protecting Privacy

� Privacy Codes and Policies

� Opt-out Model

� Opt-in Model

Factors Increasing the Threats to 

Information Security

� Today’s interconnected, interdependent, wirelessly-

networked business environment

� Government legislation

� Smaller, faster, cheaper computers and storage 

devices

� Decreasing skills necessary to be a computer hacker

� International organized crime turning to cybercrime

� Downstream liability

� Increased employee use of unmanaged devices

� Lack of management support

Key Information Security Terms

� Threat

� is any danger to which a system may be exposed.

� Exposure

� is the harm, loss or damage that can result if a 

threat compromises that resource.

� Vulnerability
� the possibility that the system will suffer harm by a threat.

� Risk

� the likelihood that a threat will occur.

� Information system controls

� are the procedures, devices, or software aimed at 

preventing a compromise to the system.
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Categories of Threats to Information Systems

� Unintentional acts

� Natural disasters

� Technical failures

� Management failures

� Deliberate acts

(from Whitman and Mattord, 2003)

Example of a threat (video)

Unintentional Acts

� Human errors

� Deviations in quality of service by service 

providers (e.g., utilities)

� Environmental hazards (e.g., dirt, dust, 

humidity)

Human Errors

� Tailgating

� Shoulder surfing

� Carelessness with laptops and portable 

computing devices

� Opening questionable e-mails

� Careless Internet surfing

� Poor password selection and use

� And more
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Deliberate Acts

� Espionage or trespass

� Information extortion

� Sabotage or vandalism

� Theft of equipment or information

� For example, dumpster diving

Deliberate Acts (continued)

� Identity theft video

� Compromises to intellectual property

� Intellectual property

� Property created by individuals or corporations which is 

protected under trade secret, patent, and copyright laws.

� Trade secret

� Intellectual work, such as a business plan, that is a company 

secret and is not based on public information.

� Patent

� Document that grants the holder exclusive rights on an 

invention or process for 20 years.

� Copyright

� Statutory grant that provides creators of intellectual property 

with ownership rights for life of the creator plus 70 years.
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Deliberate Acts (continued)

� Software attacks

� Virus 

� Worm 

� Trojan horse

� Logic Bomb

� Software attacks (continued)

� Phishing attacks

� use deception to acquire sensitive personal 

information by masquerading as official-looking e-

mails or instant messages.

� Phishing slideshow

� Phishing quiz

� Phishing example

� Phishing example

� Distributed denial-of-service attacks

� See botnet demonstration

Deliberate Acts (continued)

Is the email really from eBay, or PayPal,

or a bank?

As an example, here is what the email said: 

� Return-path: <service@paypal.com>

� From: "PayPal"<service@paypal.com>

� Subject: You have 1 new Security Message Alert !

Note that they even give

advice in the right column

about security
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Example Continued – bottom of the email

How to see what is happening 

View Source

� In Outlook, right click on email, click ‘view source’

� In GroupWise, open email and click on the Message Source tab

� In Mozilla Thunderbird, click on View, and Source.

� Below is the part of the text that makes the email look official –
the images came from the PayPal website.

View Source – The Real Link

� In the body it said, “If you are traveling, 

“Travelling Confirmation Here” 

� Here is where you are really being sent

� href=3Dftp://futangiu:futangiu@209.202.224.140/in

dex.htm

� Notice that the link is not only not PayPal, it is an 

IP address, 2 giveaways of a fraudulent link.
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Another Example – Amazon

View Source

Deliberate Acts (continued)

� Alien Software

� Spyware (see video)

� collects personal information about users without 

their consent. 

� keystroke loggers (keyloggers) 

� record your keystrokes and your Web browsing history

� screen scrapers

� record a continuous “movie” of what you do on a screen.

� Spamware
� alien software that is designed to use your computer as a 

launchpad for spammers

� Cookies demo
� small amounts of information that Web sites store on your 

computer.

Risk Management

� Risk

� The probability that a threat will impact an 

information resource.

� Risk management

� To identify, control and minimize the impact of 

threats.

� Risk analysis

� To assess the value of each asset being 

protected, estimate the probability it might be 

compromised, and compare the probable costs of 

it being compromised with the cost of protecting it.

� Risk mitigation
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Risk Mitigation Strategies

when the organization takes concrete actions against risk. It has 

two functions:

� (1) implement controls to prevent identified threats from 

occurring, and

� (2) developing a means of recovery should the threat 

become a reality.

� Risk Mitigation Strategies

� Risk Acceptance

� Risk limitation

� Risk transference

Controls

� Physical controls

� Physical protection of computer facilities and 

resources.

� Access controls

� Restriction of unauthorized user access to computer 

resources; use biometrics and passwords controls 

for user identification.

� Communications (network) controls

� To protect the movement of data across networks and 

include border security controls, authentication and 

authorization

� Application controls

protect specific applications.

Where Defense Mechanisms 

(Controls) Are Located
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Access Controls

� Authentication

� Something the user is (biometrics)

� Video on biometrics

� The latest biometric: gait recognition

� The Raytheon Personal Identification Device

� Something the user has

� Something the user does

� Something the user knows
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