








An American has no sense of privacy. He does not know what it means. There is no such thing in the country. George Bernard Shaw [Speech at New York, April, 1933].





I might have been a goldfish in a glass bowl for all the privacy I got. Saki [Hector Hugh Monroe] Ib. The Innocence of Reginald.





Two quotes from two famous people that convey  an emotion that our lives and actions are not as private we think. These insights, from 1904 and 1933 respectively, were made long before the concepts of global village, Internet, and telecommuting came into existence. Now, you as the reader are probably thinking: What does this have to with management philosophy? Actually, quite a bit, in this paper we will explore the issue of employee privacy vs. the rights of an employer to monitor productivity regarding the Internet..





Around the turn of the century, innovators like Henry Ford were developing more efficient methods of productivity such as the assembly line. The assembly line offered employers specific information on workers by having a concrete way of measuring the amount of work produced. If a worker was late for work or absent, a supervisor knew immediately that the bottom line would be affected. Sometimes, monitoring of an employees activities went outside the realm of the workplace. For instance, Milton Hershey, owner of the Hershey chocolate company required this workers to attend church on Sundays. Those people on Hershey’s payroll attempting to curry favor with the boss would inform him of 


those workers who were not in attendance in the local congregation. This begs the question: what are the boundaries of an employer to investigate the private actions of those who work in the company? What is considered reasonable vs. excessive? Consider the following current example of management dismissing an employee viewing company objectionable material off-hours.





"I'm afraid we have no choice," Robert's supervisor began. "You're fired." 





Robert (not his real name) knew his job was on the line, but the news still came as a blow. For five years he'd worked as a technologist for a state agency. Robert had a solid reputation, a wife of 15 years, and four children. Now he had been fired for surfing the Internet. Several months earlier, Robert had begun visiting sexually explicit Web sites after work hours. It became a habit and then an obsession. Before long, Robert's supervisor summoned him into her office and told him she knew he'd been visiting pornographic sites. She warned him that if it happened again, he could be dismissed. Within a few months, Robert was at it again--even though he was well aware of the risks. "I just couldn't control it," he says today. "With Internet access, suddenly there was this wealth of material that I could get easily--and for free."





This article, quoted from the November 1997 Issue of PC World, You Are Being Watched, gives the reader insight into a problem facing management today. Robert’s performance was considered to be “solid”, his off-hours activity did not impact on his ability to get the job done. He had been with the company for a long period of time, fifteen years. From these facts, we can safely assume that Robert was a valuable asset to this organization. This is not to say that we should condone this behavior. Clearly, Robert had been warned by his supervisor that this behavior was considered inappropriate by his supervisor and another violation would be considered grounds for dismissal. The question which the article does not address, is what actions the company should have taken, if any, 


to help rehabilitate Robert and not lose him as an a productive worker. Did the company have a written policy regarding inappropriate Internet viewing? Did the company medical policy cover compulsive behavior?





In chapter 5 of Organizational Behavior,  Victor Vroom’s Expectancy Theory may provide some insights into Robert’s behavior. As stated in the book, “Expectancy theory argues that that the strength of a tendency to act in a certain way depends on the strength of an expectation that the act will be followed by a given outcome and on the attractiveness of that outcome to the individual.” What was Robert’s incentive in getting his work done in a timely fashion? Was it the expectation of titillation upon viewing sexually explicit on the Internet? If so, what could the company do, if anything, to transfer this behavior towards more company compliant actions? A possible alternative to dismissal may have been counseling or a block on sexually explicit sites. 





In a PC World survey of top executives at 200 companies, it stated that, ”one in five firms has disciplined employees for improper Internet use”. Some of the actions taken have varied from taking away their surfing privileges to suspension or even dismissal . According to the survey, one-third of the companies that were contacted monitor where their employees activities on the World-Wide-Web and another 12 percent plan to begin  monitoring employees in the next 12 months. An important fact to note is; firms with more than 1000 employees are twice as likely to monitor rather than ban sites as compared to their small and midsize counterparts. Does Robert’s actions open the company to a sexual harassment suits by other workers? These are poignant questions faced by executives 


when crafting a companies management policy. So, what can employers do to avoid this problem and still promote company ethics?





In chapter 10 of Organizational Behavior, we are introduced to the Melrose Park, Illinois headquarters of package manufacturer AGI, Inc. AGI employees work in an open environment without the barriers of hallways or closed offices. Offices are in a square with an oval track in the middle. This lack of privacy helps promote interaction between employees and employees-supervisors. As stated in the book, skylights and glass walls flood the room with light. This arrangement promotes high visibility of workers and supervisors alike and diminishes the opportunity of clandestine activities such as viewing material inappropriate for the workplace. An employee or a supervisor knows at any point a fellow worker may be watching.





 Abuse of the Internet is not limited to sexually oriented sites, lest the reader get the wrong idea. Although employees accessing adult-oriented web sites is the most prevalent reason for Internet-related job dismissals, employees have also been


dismissed for chatting online, Internet shopping and even gambling. In another related survey done by PC World Online,  nine companies were asked to site  reasons they had disciplined employees for inappropriate Internet behavior. Here are some examples: 





Ten employees at the Los Alamos National Laboratory in New Mexico were disciplined between late 1996 and early 1997 for using the Net for online shopping and other personal reasons. Similar crackdowns occurred at Lawrence 


Livermore National Laboratory in Livermore, California, and Sandia National Laboratories in Albuquerque, New Mexico.





An employee of a Southern California aerospace engineering firm who was working as a contractor for NASA was terminated earlier this year for spending too much time in an Internet forum on home repairs. 





Six employees at an Electronic Data Systems site in Troy, Michigan, were fired earlier this year for abusing their Internet privileges by gambling online on company time.


  


It should be pointed out that companies stand to lose a great deal beyond lost productivity. Incidents such as those sited above are a public-relations nightmare to contend with. A companies status in the community can be seriously affected by bad press, especially those in the services sector. If public perception of an organization is uncertain, it can drastically undermine consumer confidence. This is all the more reason why companies need to invest time and resources in educating its’ workers on proper conduct in the workplace. In the next section, we will discuss some actions organizations are taking to protect themselves from lawsuits and worker downtime.





One of the more popular methods of monitoring an employees productivity is utilizing a surveillance program. Surveillance program perform two important functions: monitoring the type of  information workers view, and blocking access to one or more specified sites. 


Organizations that prefer to focus on monitoring, use it  for documenting violations of established company Internet policy. These companies build a case of infractions over a period of time then confront the offender ‘with the goods’. This approach leaves no doubt either in the individuals mind that he has been caught ‘red-handed. The others approach is to block undesirable sites altogether thereby not giving workers an opportunity to go astray. Blocking is a good company strategy if you already know what you want to make off-limits to employees. The downside of blocking is that the software is expensive, blocking software can cost anywhere from $995 to $5000 and it is complicated to install and set up on a company Internet. Most of the available software requires Windows NT Server software, and may need to be integrated with proxy servers from various companies from Microsoft or Netscape. There are some products made for UNIX-based machines but safeguards are implemented differently on those types. 





Individual lost productivity is not only factor to be considered here. Company bandwidth (throughput over a Local Area Network LAN) can be slowed to a crawl. Imagine, if you will, a city water system with 1000 lbs. per square inch serving a community of 100 residents. Now imagine 10 people using 100 lbs. of pressure on non-work activity. What happens to the other 90 people? The answer is no water pressure. Now, apply that scenario to the company workplace and you have Internet slowdown. Monitoring individual users by tracking the amount of data each user downloads can tell you who's hogging all the bandwidth. Are people corresponding excessive by e-mail or FTP’ing (file transfer protocol) large block of data? Now you can check source and destination e-mail addresses. What happens is, once the program logs the information, a supervisor can 


review a report  that make the data accessible and easy to understand. For example, one product called, Sequel Technology Net Access Manager not only comes with its own  reporting tools but also enables you to create custom reports using on assortment of  different database reporting tools.. A person in charge of purchasing monitoring equipment should consider verifying use by network log-in, rather than IP address, because IP address gives only a number. A network log-in would clearly identify a user as a person, e.g. Joe Smith.





In this last section, I would like to address some of  strategies Lockheed-Martin (the company I work for) incorporates in their management policy regarding the appropriate behavior in the workplace. Lockheed takes a holistic approach to governing the behavior of those in its’ employ. It starts at the recruitment of new employees, Lockheed looks for college educated workers with at least a 2.8 G.P.A. or related work experience. New employees are required to go through a one week orientation program designed to inform you people on what level of professionalism is expected of them. All employees are also required to attend ethics training. Ethics training is providing to give employees an opportunity to role play and understand different issues regarding what and what is not appropriate behavior in the workplace. Other classes include topics on what constitutes sexual harassment, working in a classified environment, and proper conduct with government employees.





On a more personal note, I would like to briefly review how my personal management philosophy has been affected by being a part of this class. Although I am not in a 


supervisory position currently, the group interaction and role playing during our classes has helped me immeasurably in terms of dealing with my supervisors and peers. Now that I have a better understanding of  different leadership styles, I  have been able to form an opinion of what makes a good leader. I also recognize the challenges faced by managers in motivating a team, but more importantly, how to hold myself accountable to higher standards. By learning this, I am now better able to assess my strengths and weaknesses, and take action to improve myself both in the workforce and without.









































