System Administration

Linux Installation

Installation of RedHat Linux 9.0

We will do this installation as a class..together!  Don’t rush ahead!!!!!!!

Installing Linux/unix, like any operating system, is a combination of hardware and software.  For hardware, we are using various Dell systems, each with a pentium chip and 256meg of ram.  Hard drive sizes vary also.
The software for the installs includes 3 CDs, but no boot disks.  In most cases, during the install process, taking the default will work fine.  
Note how similar this process is to the Windows 2000 Server install process!  Keep you eyes open for that.

Using F2 to enter setup will still work, to allow one to alter the boot sequence, to make sure you can boot off of CDROM and it tries that before the hard drive.  So you may want to check that first on your system, make sure (via F2 on bootup) that your boot sequence lists CDROM (and is checked), and CDROM listed ahead of your hard drive.
1. Place the "Redhat Linux Disk 1" into the CDROM drive of your computer as soon as you turn your computer on, this will cause the system to boot from the CDROM.

You will see several options on bootup, including install or upgrade Linux and also whether to use a GUI install interface or a text mode interface.  The default is to use a GUI full install…and that is what we will take).
At "boot:" prompt press <ENTER>.  
The system will respond that it is loading vmlinuz (a small boot strap version

of linux that loads into RAM to start the installation process).

At "CD Media" screen pick "Skip".  (no need to check/test install media)

The system responds: Running Anaconda (Red Hat linux installer).

You will also see the system probe the hardware, including the mouse, keyboard, video card monitor and other devices.
If a “Media Check” screen appears, select “Test”. Press “OK” at “Media check result”.  Press “continue” on “Media Check”.

Notice on the screen, this is a gui install, with mouse and windows available.  On the left side of the main install windows, you will always find the “online help” which provides useful information about the install process and options available.
2. At "Welcome to Red Hat Linux" screen click "Next."

At "Language Selection" screen choose "English" and click "Next."

At "Keyboard Configuration" screen choose: U.S. English

   Now click "Next".

At "Mouse Configuration" screen choose:

    Default

  Place a check mark next to "Emulate 3 Buttons."

  Now click "Next."

[if the "Upgrade Examine" screen comes up select "Perform new installation." Click "Next."  This would happen if your system had a version of Linux previously installed.  We don’t want to do an upgrade, but rather a full new install.]
3. At the Installation Type screen, you can pick “personal desktop” (home client), “workstation” (office client), “server” or “custom”.  Custom allows us to do all the server stuff plus more.

At "Installation Type" screen choose "Custom" from the "Install" list, then click "Next".

4. At the next screen, we will partition the hard drive.  This can be done using tools like disk druid or fdisk or others. 
At "Disk Partition Setup" screen, select "Automatic", then click "Next".

It asks you if you want to automatically remove all existing partitions, or just remove linux partitions, etc…
Select “remove all partitions on this system” and click next.  This will remove all partitions from hda (hard disk a – the first hard drive).  

Click “Yes” when asked to confirm.

Note- in linux, a partition is sometimes also called a file system.
At "Partitions" screen via automatic, you should see partitions for 

/ (root)                 probably hda2 (listed as 13 to 18gig)
/boot                    probably hda1 (listed as 100 meg)
swap  (swap space)       probably hda3 (listed as 500 meg)
hda1 means hard disk a partition 1.  hda2 means hard disk a partition 2, etc…

Leave /boot and swap alone.  Edit the / (root) partition, so that its size is “fixed” and is set to 500meg.   (you do this by highlighting the / (root) partition and clicking “Edit”).   

Note – you can highlight any partition and “edit”, “delete” or even “add” new partitions.  There is even a button to setup RAID if needed.

Note – after you do the above steps and fix the / (root) partition to 500 meg, you will see “free space” listed in the above partition list.

Next:

Then use the New button, to add the following partitions:

Partition:      Type:     Size:

(mount point)
/usr            ext3      3000MB     Fixed
/home           ext3      1000MB     Fixed
/var            ext3      1000MB     Fixed
After all of the above is done:
  What is the size of the free space? (should be about 8 to 15 gig)

  What is the size of swap space?   (should still be 500 meg)

The overall size of your free space, depends on the size of all of your partitions and how big your hard drive is.
  Now Click "Next".

5. At "Boot Loader Configuration" screen click “Change Boot Loader” and make sure ”GRUB as the boot loader” is selected.
Make sure there is a check mark next to "Red Hat Linux" in the list.

  Now click "Next."

You could have chosen another boot loader program, like LILO, or even set a boot loader password for added security, or set up multi-booting.  We are not going to do this.

6.   Some of the dells have 1 network card (listed as eth0), others have 2 network cards (eth0 and eth1).  On the “Network Configuration” screen, if you see “eth1” listed, uncheck it.  We don’t want to configure that).

At the "Network Configuration" screen make sure the "eth0" tab is selected then:
(highlight eth0)
Click Edit

    Uncheck "Configure using DHCP".    (we are not using dhcp, but hard coding)
    Check "Activate on boot".

  Fill in the following values:

    IP Address: 128.6.100.xx
    Netmask: 255.255.255.0

  Click OK
Now set these values for the following in the current screen.

    Hostname: labXX
    Gateway: 128.6.100.1         (potential router address)
    Primary DNS:  (NONE)        (as before, we don’t have any dns servers)
  Now click "Next".

[If an error box appears, hit “Continue”.]

Note –we are not using dhcp service, but instead hard coding the IP address and related networking info.   This is what we did on our windows server also..and what is typically done with servers.  We also are not using and DNS servers to translate names to ip numbers.  If the system complains about that, just continue on…

7. At "Firewall Configuration" choose the following:

    Firewall Security Level: Medium (default)
Then choose to "Customize" the rules and uncheck ALL services except the
Following:

  WWW (HTTP)

  ftp

  ssh 

  telnet

Linux comes with a built in software firewall.  That is what you are configuring.  The above are the only services you are letting through the firewall by default.   Make sure they are checked and no others.
  Now click "Next".

8. At "Additional Language Support" screen choose the following:

    Choose the default language for this system: English (USA)

  Now click "Next".

At "Time Zone Selection" screen, under the "Location" tab, choose "America/New York     Eastern Time".  Now click "Next".

9. At "Set Root Password" screen, enter “abc123” as the root account password.  The root account is the main system admin account with the highest privs. When finished, click "Next".  This is the only account created by default.  Don’t
forget the password.  Keep things lowercase.
10. At "Authentication Configuration" screen choose the following:

    Place a check mark next to "Enable MD5 passwords".  (encryption)
    Place a check mark next to "Enable shadow passwords".

  The above may already be checked.  Now click "Next".

Note- MD5 allows for longer password strings (not limited to 8 characters) and is a more secure encryption technique.  Shadow passwords is the use of both a /etc/passwd and /etc/shadow file (and not just /etc/passwd alone).  This is also more secure, since not only are the passwords encrypted within the file /etc/shadow, but the file is not readable to anyone except root.
You will see other entries on this page, that we wont use, including things like

Nis (nis is like a windows domain, allows the sharing of account info between clients and servers), ldap/kerberos5/smb (which are different authentication techniques).

11. Next the screen says “Reading Package Information”.  You may have to wait.
 At "Package Group Selection" screen.  Check only the following items.

      X Windows System


GNOME Desktop Environment


Editors


Graphical Internet


Text-based Internet

      Office/Productivity


Sound and Video


Graphics
      Games and Entertainment

Server configuration Tools
      Web Server      
      FTP Server

      Network Servers

Administration Tools


System Tools

  Now click "Next".

 You are selecting what software packages that you want to have installed.

(at this time, we wont be needing mail, printing support, etc..  but we can add this in later if needed)

12. At "About to Install" screen, click "Next" to start the installation process. (takes approx 20 minutes)


Insert Disk 2 and 3 when requested in popup (depends on software selected)
During this stage, the disk is first formatted (each partition/file system will be formatted) and then the correct software (operating system and other picked applications) will be installed from the CDs onto the hard drive.

Watch the installation process, the screens shows what packages are being installed and shows you the progress.  It also installs the bootloader software.
13. At "Boot Disk Creation" screen, Click "no, I do not want to create a boot diskette." Click "Next."   (can be useful if booting problems occur)
At "Graphical Interface (X) Configuration" screen, leave as default, and click next.  This controls the video card.
At "Monitor Configuration" choose default. Click "Next."

At "Custom Graphics Configuration" screen, leave as the default, and click next.

 (Default is probably 24 bit color resolution and 1024x768 pixel resolution)
At "Congratulations" screen, your Red Hat Linux installation is complete.

If the CD did eject itself then eject the CD and remove from the drive, then click EXIT and allow the system to reboot and load Linux for the first time.  
14. At this point the system reboots, and when it comes back up you will see the following:

(Part of the final configuration)
At "welcome" screen, click forward.

At "User Account" screen, you can create another account, but we are not.  Just click forward.
[A warning may come up: just click continue.]
At "Date and Time" screen, check date and time, then click forward.

At "Sound Card" screen (if it's there) click forward.

At "Red Hat Network" screen, click "No, I do not to register", and then click forward. 

At "Additional CD's" screen, click forward.

At "Finish Setup" screen, click forward.

15. At this point, the screen clears and the login screen appears.  You should now be able to sign on to the root account.  Try it out!!
Your mission is complete!
